
Guidelines on Information Security in the Digital Space 

 

Never disclose your personal/financial data to unknown persons such as email, phone and 

written contacts as well as to companies identifying themselves as consulting and marketing 

companies and even to enforcement agents with which you have already established business 

relations since you do not have any guaranties for the identity of the person requesting access 

to the personal data.  According to the Law on Personal Data Protection and internal acts of 

the Bank none of your contact information may be given to third parties (companies) without 

your prior written consent. Based on the Information Security Policy prescribed by the Bank 

and the Policy for Determining Sensitive Information, neither the Bank official persons nor 

third party that has concluded a cooperation agreement with the Bank may request to disclose 

the following identification data: your password, digital certificate PIN (usb token) and a list 

of one-time password token (OTP token).  

In case a person contacts you (via any communication channel – mail, phone, and etc.) and 

attempts to offer you technical support related to any problem you have notified while 

requesting disclosure of the above information, immediately end the communication and 

notify the occurrence.  If necessary, require that your access to E-banking is temporary 

blocked. When taking the above protective measures you can report the occurrence to MoI 

and to the Directorate for Personal Data Protection, where investigation is commenced ex 

officio against alleged perpetrators.  

Irrelevant of the authority of the party you currently communicate with and the manner of 

communication (via any communication channel – mail, phone and etc.) do not respond and 

ignore their requests to forward the following sensitive information: PAN – Payment Card 

Number, POS or ATM authorization PIN, 3-/4- digit card security code (CVV/CSC) on the 

back of your card used for authorization of online payments, identification number and other 

sensitive personal data for which the Directorate for Personal Data Protection has prescribed 

special standards for their protection and eventual dissemination.   

Links 

For E-banking access always use the official Bank website and make sure that you use https 

protocol that can be found on the url bar on your browser such as http://www.stbbt.mk  

E-Banking  

Accesses through links received by email or posted on other sites irrelevant whether it is a 

question of online newspapers, social media (Facebook, LinkedIn, Instagram, Twitter etc.) 

blogs or other, in their essence carry the risk of ending up at imposter network and become a 

victim of cybercrime of your digital identity 

http://www.stbbt.mk/

